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Abstract of the contribution: This contribution proposes a new solution for the consumer authorization when using the data collection service provided by DCCF.
Discussion
This solution addresses KI#11 Increasing efficiency of data collection.

Several solutions e.g. solution 9, 15, 35 and 39 propose introducing a new network function (we call it DCCF here although it has different name in different solutions) to support data collection for an NWDAF. The DCCF could store the data collected from multiple Data Producers (e.g. NF instances) in the Data Repository. 
As described below in sub-clause 7.1.4 in TS23.501 in Rel-16, the Data Producers may belong to different NF realms/origins (e.g. Slice). The Data Producers expose its data only to the Data Consumers which is authorized to access the data, e.g. may only expose data to the Data Consumer which is deployed in the same Slice with the Data Produce. 
Service authorization information shall be configured as one of the components in NF profile of the NF Service Producer. It shall include the NF type (s) and NF realms/origins allowed to consume NF Service(s) of NF Service Producer.
The Data Consumer can be authorized by two steps:  
-
Check whether the Data Consumer is permitted to discover the requested Data Producer instance during the NF service discovery procedure. This is performed by NRF.

-
Check whether the Data Consumer is permitted to access the requested data from the Data Producer. This is performed by the Data Producer itself.

When the DCCF stores the data from multiple Data Producers which may belong to different NF realms/origins in the Data Repository, and then exposes the data to the Data Consumers. The above two steps for authorizing the Data Consumer is not used, because we can assume Data Consumers from different NF realms/origins will be allowed to discover the DCCF, so the first step which is performed by NRF is invalid, and as the Data Producer itself will not be involved when the Data Consumer access data from the DCCF, the second step is also invalid. So it’s important for the DCCF to authorize the Data Consumer.
Observation: Similar authorisation performed by NRF in Rel-16 should apply to DCCF.
Proposal

It is proposed to include the following changes in TR 23.700-91.
* * * Start of change (All new text)* * * 

6.x
Solution #x: Consumer authorization for data collection from DCCF
6.x.1
Description

This solution addresses KI#11 Increasing efficiency of data collection. 

Several solutions e.g. solution 9, 15, 35 and 39 have introduced a new network function (we call it DCCF here although it has different name in different solutions) to support data collection for an NWDAF. The DCCF could store the data collected from multiple Data Producers (e.g. NF instances) in the Data Repository. 

As the figure shown below, the Data Producers may belong to different NF realms/origins (e.g. Slice). As described below in sub-clause 7.1.4 in TS23.501in rel-16, the Data Producers only expose its data to the Data Consumers which is authorized to access the data, e.g. may only expose data to the Data Consumer which is deployed in the same Slice with the Data Produce. In rel-17 data collection, the similar mechanism should be implemented as well, i.e. DCCF needs to perform the authorisation.

[image: image1.emf]Consumer

Consumer

DCCF

NF-1

NF-2

NF-3

NF-n

…

…

Realm

-1

Realm

-2

Realm

-n

Realm-1

Realm-2

Data 

request

Data 

collect


When the DCCF stores the data from multiple Data Producers which may belong to different NF realms/origins in the Data Repository, and then exposes the data to the Data Consumers, it’s important for the DCCF to authorize the Data Consumer.
In this solution, we assume the info used to authorize the Data Consumer e.g. the policy from the serving operator, the inter-operator agreement is preconfigured in the DCCF. The policy may include the info of Data Consumer identity e.g. Slice ID or NF type or NF id of the Data Consumer and the data attributes e.g. Slice ID or UE ID which allows the Data Consumer to access.
When the DCCF receives the data request from a Data Consumer, the DCCF authorizes the Data Consumer before collecting data from Data Producer(s) and providing the data to the Data Consumer. For example, the DCCF may need to map the NF id of the Data Consumer to the Slice ID of the Data Consumer to check whether the Data Consumer is allowed to access the data. The mapping could be pre-configured at the DCCF. 
6.x.2
Procedures
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Figure 6.15.1-2: Procedure for data collection by using DCCF

1.
The Data Consumer e.g. NWDAF use a service of DCCF, e.g. Ndccf_EventExposure_Subscribe to send the data subscription request to the DCCF. The message may contain the type of data to be collected, data collection filters (e.g. Slice ID, UE ID), NF id of the Data Consumer.
2.
DCCF performs the authorization for the Data Consumer. E.g., DCCF checks whether the consumer can access the data of a slice. 
3.
DCCF may collect the required data from Data Producer(s).
4.
The DCCF uses a service, for example Ndccf_EventExposure_Notify to send the data to the Data Consumer that subscribed for this data. 
6.x.3
Impacts on services, entities and interfaces

DCCF: performs the authorization for the Data Consumer
* * * End of changes * * * 
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